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Purpose

OMission: The Convergence Study Group will

investigate important questions and make
recommendations regarding the protection
of SCADA and Process Control Systems
from cyber threats.

The Five Framework Questions

O

Security as an Enabler - How do we position Cyber Security as a contributor and
an enabler to achieving reliability, availability and safety goals in the
management of SCADA and Process Control Systems?

Market Drivers - What are the market drivers required to gain industry attention
and commitment to research and product development?

Executive Leadership Awareness - How do we best generate executive
leadership awareness to assist in creating a culture and environment that values
the protection of SCADA and Process Control Systems from cyber threats?

Federal Government Leadership Priorities - What are the appropriate Federal
Government leadership roles and priorities in identifying threats, vulnerabilities,
risks and solutions?

Improving Information Sharing - What are the obstacles and recommendations
for improving information sharing about Process Control Systems and SCADA

threats, vulnerabilities, risks and solutions?
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Status of Next S7eps from Last Meeting

v' Address consequences element with Scott Borg, US-
CCuU
- Integrated consequences into recommendation for
improving Executive Leadership Awareness, informed
discussions on Improved Information Sharing
v' Conduct CEO information gathering
- Attended Process Control Systems Forum Spring Meeting,
interviewed eight executive level participants to validate
initial findings
v Further develop potential recommendations
- ldentified 9 draft recommendations to address key
elements/framework questions
v Consult University of Georgia Department of Risk
Management
- Collaborating with Malcolm Baldridge Award board of

overseers to communicate SCADA/ PCS cyber security
message. s

Time Line

4Q05 1Q06 2Q06 3Q06  4Q06  1Q07

Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar

X - 10/21/05 Kick-off meeting 4} 3/16/06 Meeting @ DHS - Arlington, VA
X - 11/3/05 Development/planning discussion X - 3/23/06 Workshop meeting recap/discussion
X —11/10/05 Cisco System Presentation X - 3/30/06 Doug Maughan, DHS Science and Technology
X = 11/17/05 Cisco brief discsn; 5 questions X - 4/13/06 Scott Borg, U.S. Cyber Consequences Unit
X - 12/2/05 Framework Qs and scope disc. X — 4/20/06 Key Elements/Next Steps Exercise
X - 12/8/05 NCSD Control Sys Sec Prg brief X - 4127/06 Mike Torppey, Process Control Systems Forum
X - 5/4/06 Correlating and Prioritizing Next Steps

X - 12/15/05 New Members; Framework Qs

- x—5/11/06 Preparing workshu; meelwng agenda
X = 12/22/05 Planning discussion >< 5/18/06 Meeting @ DHS - Arlington, V/
X — 1/5/06 ARC Advisors Brief = IZ%IIOGOIgIﬂrmtal\tun Q%Ihenng |nmat|ve developmem
_ iscussiort X% lext steps discussion
X —1/12/06 ROI discussion with INL X~ PCSF Meeting discussion
X~ 1/19/06 Planning discussion x = 6/15/06 Voluntary vs. Involuntary Reporting
< 1/25/06 Meeting @ DHS - Arlington, VA X = 6/21/06 Meeting @ DHS = Arlington, VA
X - 212106 Meeting findings review X — 6/29/06 Preparation for the NIAC meeting

X - 2/9/06 Cisco Systems Brief
X — 2/16/06 Brief from Dartmouth Institute for Security Technology Studies
X - 2/23/06 vendor brief from Siemens
X - 3/2/06 NERC Cyber Security Standards
X - 3/9/06 BCIT Cyber Incident Database Discussion

ct 10, 2005 NIAC Feb 13, 2006 NIAC Aplﬁ}ll, 2006 NIAC + +
A\ Undate Brief to the NIAC

A\ 3/15/06 Straw man Report




Actions

O Held 11 weekly conference call discussions with
subject matter experts to address key issues
identified during the discovery process

O Held third and fourth face-to-face workshop
meetings at DHS

O Used the Five Framework Questions to identify
key elements of the desired end states

O Developed process to interrogate the key
elements of the framework questions

O Attended the Process Control Systems Forum
Spring Meeting to gather executive level
perspective on the study’s initial findings

O Developed 9 draft recommendations for identified
key elements

Directional Recommendations

O Executive Leadership Awareness:

B Advocate the dissemination of information on threat,
vulnerabilities and economic impacts to owner-operators,
vendors and government executives in CIP

B Recommending specific plan in final report based on
findings

O Government Leadership:

B Evaluate recommending a study to investigate the potential
role of Sarbanes-Oxley Iin ensuring the protection of SCADA

and PCS from cyber threats

B Working with Malcolm Baldridge board of overseers to
communicate SCADA/PCS cyber security message

B Recommending that government R&D funding coordinate
based on priorities identified by cross-agency CSIA IWG
annual reports

B Recommend funding to accelerate and promote Control
Systems Security Program’s Vulnerability Assessment Tool
to improve owner-operators security posture




Directional Recommendations (wntinued)

OTo Improve information sharing:

B Recommend collection of incident data through protected,
trusted mechanism with CERT/CC to provide for more
accurate CIP risk assessments

B Provide CERT/CC program with the necessary resources to
rapidly ramp up their SCADA/Process Control Systems
training and engineering consulting services needed to
build the trusted relationships that will facilitate incident
information sharing

B To get the right information to the right people at the right
time, recommend acceptance of and collaboration in efforts
to develop the Congressionally-mandated and President-
directed Information Sharing Environment.

B Recommend drafting formal request to intelligence
community (RFI) to assess the cyber threat to SCADA and
Process Control Systems and communicate that information
with Critical Infrastructure owner-operators °

Next Steps

OInvestigate outstanding key elements

OInvestigate the role of the Malcolm
Baldridge Quality Award in raising
executive awareness and government
leadership in security of SCADA and PCS

OContinue executive information gathering
to validate draft recommendations

OFinalize recommendations

ODraft the Final Report for October
submission to the NIAC
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Discussion

O Questions?
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